The ability to use
ICT effectively and
safely.
A digital footprint is the trail of
information a person leaves behind
when they are online or using other
communication devices:
Only say it online if
you’d happily say it
in real life!





Favourite apps



Websites visited

Make sure it can only be seen by those you want to
see it. Check your privacy settings.



Messages sent



Videos/pictures downloaded

Make sure there aren’t any ‘clues’ in what you share
which may give away more information than you’d
like. For example, your school uniform will tell people
the area you live in and the school you go to.



Videos/pictures uploaded



Games played



Comments posted



Think about what should be shared publicly and what
should be kept private.



Only share what you have permission and the right to
share. Consider how what you share might effect others!





Use at least 8 characters



Combine letters, numbers
and symbols



Keep it private



Change it regularly

This
information
is
almost
impossible to erase and can be
retrieved even if you’ve removed,
deleted or cleared it! Take care of
your digital footprint.

Think—am I happy for this to be seen forever?

Respect

Reasoning

Treat myself and others
the way I like to be
treated

I question what it real

Responsibility

Resilience

I am accountable for my
actions

I bounce back from
tough situations



Check the security of the site



Talk to a trusted adult if you are uncomfortable about something



Click the ‘report’ button on social networking sites



Check PEGI ratings to see how suitable something is



Report to CEOP

1.

Take care with what you share!
Use sharing sense.

2.

Remember that not everyone is
who they say they are online.
Don’t meet people that you
don’t know in person.

3.

Use a complex password.

4.

Check your privacy settings.

5.

Report it !

The Internet can be used to pass information on which isn’t
true such as ‘fake news’. Do not believe everything you read
online and check at least 3 different sites or other sources to
check the information is reliable. Use the 5Ws below for
every source you use:
1.

Who wrote this?

2.

What is the purpose of this source?

3.

When was it published?

4.

Where is the information from?

5.

Why is this source reliable?

Wikipedia can be
added to and
altered by ANYONE!

Search engines, like Google or Bing, use automated programs
called spiders to generate their search results. Each result is
given a ranking by the search engine for how relevant it is based
on things like how useful it is, how reliable it is and which other
sites it links to. The higher the score, the higher up the page of
search results that site will appear.


Use Boolean operators to get more accurate results when
you search:



Only include the key words in your search.



To make it more appropriate to your age, add ‘for children’
or ‘for kids’ at the end of any search.

Trusting websites
Accurate

Information is correct in all
details

Bias

Not a fair representation and
prefers one idea to another

Evaluate

Judge something for its value,
reliability and use

Reliable

A website that can be trusted

Spoofing

A website that uses dishonest
design to look like it represents
the truth

Web searches
Search engine

A company that makes an index of web pages eg. Google, Bing,
Yahoo

Spider search

Programs used by search engines that find, read and list the pages on the Internet

Index (of the web)

A list of web pages found by a spider search

Ranking

The score given to a web page by the search engine.

